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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IECgalso take part in the
work.

The procedures used to develop this document and those intended fo
are described in the ISO/IEC Directives, Part 1. In particular, the 4di approval criteria
needed for the different types of document should be noted. This as drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see .iso. directives or

www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the element
of patent rights. ISO and IEC shall not be held responsible
rights. Details of any patent rights identified during the deve
Introduction and/or on the ISO list of patent declarations receivé
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information gi or the convenience of users and does not

document may be the subject
ing any or all such patent
e document will be in the
W.iso.org/patents) or the IEC

constitute an endorsement.

For an explanation of the voluntary nature of

This document was prepared by Joint T?c’ ica pimittee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, djibe ritysaud privacy protection.
This fourth edition cancels and repla hird edition (ISO/IEC 15408-3:2008), which has been

technically revised.

The main changes are as follows:

— multi-assur

Alistof all partsint [EC 15408 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.

X © ISO/IEC 2022 - All rights reserved
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in the Common Criteria for Information Technology Security Evaluations (called CC), they hereby
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ISO/IEC 15408 series of standards. However, these governmental organi

copy, distribute, translate or modify CC as they see fit.

ions retain the right to use,
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Germany Bundesamt fiir Sicherheit in der I nstechnik
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Introduction

Security assurance components, as defined in this document, are the basis for the security assurance
requirements expressed in a Security Assurance Package, Protection Profile (PP), a PP-Module, a PP-
Configuration, or a Security Target (ST).

These requirements establish a standard way of expressing the assurance requirements for TOEs. This
document catalogues the set of assurance components, families and classes. It also defines evaluation
criteria for PPs, PP-Configurations, PP-Modules, and STs.

The audience for this document includes consumers, developers, technical
of secure IT products and others. ISO/IEC 15408-1:2022, Clause 5 provid
the target audience of the ISO/IEC 15408 series, and on the use of the |
groups that comprise the target audience. These groups may use this docum

ormation on

to satisfy the security objectives expressed in a PP or ST, det ing required levels of security
assurance of the TOE.

b) Developers, who respond to actual or perceived consume
a TOE, reference this document when interpreting state
determining assurance approaches of TOEs.

equirements in constructing
surance requirements and

c¢) Evaluators, who use the assurance requirements ed in this document as a mandatory
statement of evaluation criteria when determining e of TOEs and when evaluating PPs
and STs.

NOTE This document uses bold and italic type in

0 s to distinguish terms from the rest of the text.
The relationship between components within a familyi8 i

d using a bolding convention. This convention
calls for the use of bold type for all new requirement archical components, requirements are presented
in bold type when they are enhanced or m8ified requirements of the previous component. In

addition, any new or enhanced permitted operat beyafid the previous component are also highlighted using
bold type.
The use of italics indicates text that has a piecis aning. For security assurance requirements the convention

is for special verbs relating to evaluation.

R

Xii © ISO/IEC 2022 - All rights reserved
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Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

Part 3:

Security assurance components
1 Scope

This document defines the assurance requirements of th [EC¥L5408 series. It includes the
individual assurance components from which the evaluation a levels and other packages
contained in ISO/IEC 15408-5 are composed, and the critegi aluation of Protection Profiles (PPs),

PP-Configurations, PP-Modules, and Security Targets (S

2 Normative references

The following documents are referred to in the in such a way that some or all of their content
constitutes requirements of this document. For references, only the edition cited applies. For

undated references, the latest edition of the refe ed ent (including any amendments) applies.
[SO/IEC 15408-1:2022, Information security alua criteria for IT security — Part 1: Introduction
and general model

atien criteria for IT security — Part 2: Security functional

ISO/IEC 15408-2, Information security —
components .

ISO/IEC 15408-4, Information security, c ec and privacy protection — Evaluation criteria for IT
security — Part 4: Framework for t ecification of evaluation methods and activities

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.or

— IEC Electropedia: available at https://www.electropedia.org/
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acceptance procedure

procedure followed in order to accept newly created or modified configuration items (3.3) as part of the
target of evaluation (TOE), or to move them to the next step of the life-cycle

Note 1 to entry: These procedures identify the roles or individuals responsible for the acceptance and the criteria
to be applied in order to decide on the acceptance.
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