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Nationales Vorwort

Diese Europaische Norm EN 319 122-1 V1.2.1:2022 hat sowohl den Status einer nationalen elektrotechnischen
Norm gemafd ETG 1992 als auch den einer nationalen Norm geméafd NormG 2016. Bei ihrer Anwendung ist dieses
Nationale Vorwort zu berticksichtigen.

Fiir den Fall einer undatierten normativen Verweisung (Verweisung auf einen Standard ohne Angabe des Aus-
gabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die Verweisung
auf die jeweils neueste Ausgabe dieses Standards.

Fir den Fall einer datierten normativen Verweisung bezieht sich die Verweisun
genommene Ausgabe des Standards.

mep, auf die in Bezug

Der Rechtsstatus dieser nationalen (elektrotechnischen) Norm ist den jeweils
Elektrotechnikgesetz zu entnehmen.

Iten rdnungen zum

Bei mittels Verordnungen zum Elektrotechnikgesetz verbindlich erklarten (elektrotechnischen)

Normen ist zu beachten:

— Hinweise auf Veroffentlichungen beziehen sich, sofern nicht andeg§a ben, auf den Stand zum Zeitpunkt
der Herausgabe dieser nationalen (elektrotechnischen) Nor nkt der Anwendung dieser

nationalen (elektrotechnischen) Norm ist der durch die Verofdnungen z Elektrotechnikgesetz oder

— Informative Anhdnge und FufRnoten sowie normative Verweise und Hinw
verbindlichen Texten werden von der Verbindlicherklarungmight erfasst.

e auf Fundstellen in anderen, nicht

insamen Regeln“ von CEN/CENELEC durch
r nationalen (elektrotechnischen) Normen
orangestellt wird.

Veroffentlichung eines identen Titels und Textes in das Ge
iibernommen, wobei der Nummerierung der Zusatz OVEJON

Erliuterung zum Ersatzvermerk
Gemafd Vorwort zur EN wird das
vorliegenden Norm entgegenstehe

zum Zuriickziehungsdatum (dow

OVE/ONORM EN 319 122-1



OVE/ONORM EN 319 122-1:2022-01-01

ETS| EN 319 122-1 V1.2.1 (2021-10)

<. —

EUROPEAN STANDARD

Electronic Signatures an rastructures (ESI);

CAdES digit tures;
Part 1. Building blocks aE dES baseline signatures

S
S
X



OVE/ONORM EN 319 122-1:2022-01-01

2 ETSI EN 319 122-1 V1.2.1 (2021-10)

Reference
REN/ESI-0019122-1v121

Keywords

ASN.1, CAdES, electronic signature, profile,
security

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +334936547 1

Siret N° 348 623 562 00017 - APE 711
Association a but non lucratif enregistrée a
Sous-Préfecture de Grasse (06) N° w061004

The present document may be made available in electronic ve s and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified wi e prior written authorization of ETSI. In case of any
i or in print, the prevailing version of an ETSI

F format at www.etsi.org/deliver.

Information on the current statu her ETSI documents is available at
https://portal.etsi IDeliverableStatus.aspx

If you find errors in the present do&’m nt, your comment to one of the following services:
P miteeSupportStaff.aspx

directed solely to professionals who have the appropriate degree of
t its content in accordance with generally accepted engineering or

al standard and applicable regulations.

No recommendatione and services or vendors is made or should be implied.

ss of profits or any other incidental or consequential damages.

The information provided in the present d
experience to understand anghi

Any software contained in.this de e is provided "AS IS" with no warranties, express or implied, including but not
ility, fitness for a particular purpose and non-infringement of intellectual property

limited to, the warrantiesiof me z
rights and ETSI shall notbe heldliable in"any event for any damages whatsoever (including, without limitation, damages
for loss of profit inessjinterruption, loss of information, or any other pecuniary loss) arising out of or related to the use

of or inability to use the software.

Copyright Notification

No part may be r or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.

The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2021.
All rights reserved.

ETSI


http://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

OVE/ONORM EN 319 122-1:2022-01-01

3 ETSI EN 319 122-1 V1.2.1 (2021-10)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 6
01 Yo (o ST 6
Modal VErDS TEMINOIOQY.......ccueeieiiciese ettt sttt e st e e et e s aeete s ae e e e steensetesreeneessesneessesneenns 7
L gL [N o1 o] o ISR
1 o0 o< OO PROSRPRPRRN

2 REf BN ENCES ... oot e e e et e s e et e s s e e e s saaeeessaaeeesaan
21 NOIMBLIVE FEFEIENCES ...t eeee et e e et e e s eare s s sereeesesaseessereneesafiene e o8
2.2 Informative references

3 Definition of terms, symbols and abbreviations

31 L= 110U P P PRO PP
3.2 SYMDOIS. .. s
33 ADBDIeVIEHIONS ..o

4 GENErAl SYNLBX ....veeeeireeiecie ettt

4.1 General reqUIreMENES .........ooeeeririeerereerese s

4.2 Thedat a CoNtENt LYPE........eeveeieeie et

4.3 Thesi gned- dat a content type

4.4 The Si gnedDat a type......ccccvveeeveereeneee e siesines

4.5 The Encapsul at edCont ent | nf o type

4.6 The Si gnerl nf 0 type...ooeveevevce i

4.7 ASN.L ENCOING.....coeviriireeiiriinieenieneeienre e 8

4.7.1 DER ..ot

4.7.2 BER ...

4.8 Other standard data structures

48.1 Time-stamp token format.......

482 Additional types........ccoceveevrieennn

4.9 AITDULES.....ceeeeeee e

5 Attribute semantics and syntax.

51 CMS defined basic signed attri

511 Thecont ent -t YPe @LITDULBE. .........ccoiiiiiiiiee e

512 Themessage- di gest aAIIHER. ................ccoouiiiiiieiee e
5.2

521

522

5221

5222

5223

523

524

5241

5242

525 Thesi gner - | ocat i on attribute

526 Incorporating attribDULES Of the SIGNET .......c.oiiiiie e e 18
526.1 Thesigner-attribut @S- V2 atribULe ..o 18
526.2 ClaiMEO-SAML-ESSEITION ...ttt b bbbt ae et e b e b b et e saeebe e e ennennen 20
5.2.6.3 SIGNEO-SAMUL-BSSEIMION .....eeeceie ettt et e e e e e s te s e e saeesaeesae e teesteenteentesseeseeseeneesneennes 20
5.2.7 Thecount er Si gnat Ur € @trDULE..........ccveieece e esraenreens 20
5.2.8 Thecontent-ti me-stanp atribDULE..........c.ooi e e e 21
529 Thesi gnat ure-policy-identifier attributeandtheSi gPol i cyQual i fi erl nfo type....21
5.29.1 Thesi gnat ure-policy-identifier atribute.........cccoooveeiiiecicicee e 21
5292 The SigPolicyQUAaIITIEINTNTO TYPE ....vieieeietee bbb 22
5.2.10 Thesi gnat ur e- pol i CY- St Or @ atribULE ........cc.eoiiiiice s 24
5211 Thecontent -ref er enNce atribULE ... s 25

ETSI



OVE/ONORM EN 319 122-1:2022-01-01

4 ETSI EN 319 122-1 V1.2.1 (2021-10)
5.2.12 Thecontent -identifier atribDULE........cooiiiii e e
5.2.13 The cms-algorithm-protection attribULE ...........coii i
53 Thesi gnat ure-ti me- st an atribDULE...........cooo e
54 Attributes for validation data VAl UES. ...........coeiieiieee ettt
54.1 11 0o 1 o) o P RRSSN
54.2 OCSP FESDONSES. ...ttt itteettt sttt ettt si e ettt st e e sbe e sbee e bt e e sbee e be e e abee e bee e beeeabee e beeeabe e e bt e eabaeesbteesbeeenbaeesbbeennenn e
5421 OCSP IESIONSE LYPES ... eveeetet ettt ettt site et s et ste et e e saee e sbe e e sbee e sbee e saeeesb et e sbae e sbteesaaeenbeeenseeenbeeensanees
54.2.2 OCSP responses within Revocat i onl Nf 0ChOI CES ..ocvviiieii e
54.3 L I SRR
55 Attributes for long term availability and integrity of validation material
551 INEFOTUCTION. ...ttt e
552 Theat s- hash-i ndex-v3 atribute..........cccocvieiiiins
55.3 Thear chi ve-ti me- st anp- v3 attribute
6 CAdES hasaling SIgNALUIES .......cceveeeieeiirieriesie e
6.1 SIGNAIUIE TEVEIS ...t
6.2 General reqUITEIMENES .........ooveeiirieirieseese e
6.2.1 AlQOrithm reqUIFEMENTS........eivieeteriereeteriereei sttt seee s
6.2.2 Notation for reqUIremMeNts..........ocooeerereereneeseneeeseeees
6.3 Requirements on components and ServiCes...........cccevereenene.
6.4 Legacy CAdES baseline Signatures.........cccceveeeveeveeseeennene
Annex A (normative): Additional Attributes SpecifiCatl@Ru.,.....alt.......cccoeiiiieiiiece e, 38
A1l AttributesS for Validation Gata...........ccoeriiirierieie it ettt sresae e
A.ll Certificates validation data............ccceeeeeeenenenenienienn,
Al1l1l The complete-certificate-references attribute
A.l12 Thecertificate-val ues attribute,,..... #7772

A.l2 Revocation validation data...............cecuveeerunnnt
Al21 The compl ete-revocation-references attri
A.122 Ther evocat i on- val ues attribute

A.13 The attribute-certificate-references attribi
A.14  The attribute-revocation-referenceSettri
A.l5 Time-stamps on references to valid
A.151 The time-stamped-certs-crls-r
A.152 The CAJES- C-ti nesta

A.2 Deprecated attributes..................}
A21 Usage of deprecated attrib
A.22 The other-signing-certificate at
A.23 Thesigner-attri
A24 Thear chi ve-ti
A.25 Thel ong-ter

A.2.6 Theat s- has = T S

Annex B (nor matiye): er native mechanismsfor long term availability and integrity of

=11 To F= Ao g e = - VTR 47
LN e[ ORI Yo Lo TSP 48
Annex D (normal Signatur e Format Definitions Using X.680 ASN.1 SyntaX...........cceceeeuennens 49
Annex E (informative): Example Structured Contentsand MIME ..., 56
E.l  Useof MIME {0 ENCOUE D@LA........c.coieiieiiriiriesii sttt sttt st s ssenne e 56
El1 IMEIMEE SEFUCTUIE ...ttt h et e e e s s he e s h e e Rt e et enn e em e e en e e s m e e b e e neennennnennes 56
E.12 HEAAE! INFOIMBLION ...ttt bbbttt b e b bt bt et e a e et e e et sheebesaeene e e enrees 56
E.1.3 (@001 (= 0 = oo To [ o SR 57
E14 N 0 1= o | SRS 57
EL2  SIMIME.... ettt h e bR E £ et R ARt e b et et et et nenneere e 57
E2.1 USING SIMIME ...ttt st ettt a et et e bese e s be s et eaeemeeneeneess e beseeebeemeensesessesbesaesseeneeneensens 57
E.2.2 USiNg appliCatiON/PKCS7-IMIME. ..ottt b et b et sb e e 58

ETSI



OVE/ONORM EN 319 122-1:2022-01-01

5 ETSI EN 319 122-1 V1.2.1 (2021-10)
E.23 Using multipart/signed and application/pKCS7-SIGNELUIE............cceoiiiieieriieesies et 58
E.3 Useof MIME INTNE SIGNAIUIE........cviiviiee ettt et st be e et e eaa et e stesnaeeesreeneens 59
Annex F (informative): ChaNGE HISIONY ... 61
L0 62

ETSI



OVE/ONORM EN 319 122-1:2022-01-01

6 ETSI EN 319 122-1 V1.2.1 (2021-10)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https://ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regar tiality of IPRs,
including I PR searches, has been carried out by ETSI. No guarantee can be given ast
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which arefior
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which
ETSI claims no ownership of these except for any which are indicate
right to use or reproduce any trademark and/or tradename. Mention o
not constitute an endorsement by ETSI of products, services or organiz

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks o registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI regist or the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ET jstered for the benefit of its Members and of the
ster

oneM2M Partners. GSM® and the GSM logo are trademark owned by the GSM Association.

Foreword

This European Standard (EN) has been prod by hAlcal Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 1 of a multi-p: iver covering CAdES digital signatures, as identified below:

Part 1. " Building blocksand CAdESb esignatures’;
Part 2. "Extended CAdES signatu

The present document partly conte olv ecification of the ETS| TS 101 733[1] and ETSI TS 103 173[i.1].
National transposition dates
18 October 2021
isEN (doa): 31 January 2022
new National Standard
31 July 2022
Date of withdrawal of any conflicting National Standard (dow): 31 July 2022
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Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction
Electronic commerce has emerged as a frequent way of doing busi ness between comp: , wide area and
global networks. Trust in this way of doing businessis essential for the success an i evelopment of

electronic commerce. It is therefore important that companies using this electronic m
suitable security controls and mechanismsin place to protect their transactions and to re trust and confidence with
their business partners. In this respect digital signatures are an important secu
information and provide trust in electronic business.

The present document isintended to cover digital signatures supportedby PKI andipublic key certificates, and aimsto
fidence in electronic transactions,
The present document can be used for any transaction between an individual and a company, between two companies,
between an individual and a governmental body, etc. The pr cument is independent of any environment. It can
be applied to any environment e.g. smart cards, GSM SIM card jal programs for electronic signatures, etc.

The present document is part of arationalized framew: S (see ETSI TR 119000 [i.2]). See ETSI

TR 119 100 [i.4] for getting guidance on how to use the t documient within the aforementioned framework.

O

N
R

ETSI
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1 Scope

The present document specifies CAdES digital signatures. CAdES signatures are built on CM S signatures [7], by
incorporation of signed and unsigned attributes, which fulfil certain common requirements (such as the long term
validity of digital signatures, for instance) in a number of use cases.

The present document specifies the ASN.1 definitions for the aforementioned attributes as well as their usage when
incorporating them to CAdES signatures.

The present document specifies formats for CAJES baseline signatures, which provide th
wide range of business and governmental use cases for el ectronic procedures and com
wide range of communities when there is a clear need for interoperability of digital si
documents.

ic features necessary for a
ions to be applicableto a
in glectronic

The present document defines four levels of CAdES baseline signatures addressing | uirementsto
maintain the validity of the signatures over the long term, in away that a certain level
requirements addressed at levelsthat are below it. Each level requires the pr
profiled for reducing the optionality as much as possible.

NOTE: Specifically, but not exclusively, CAdES digital
supporting electronic signatures, advanced el
electronic seals, advanced electronic
No 910/2014 [i.13].

es, qualified electronic signatures,
ronic seals as per Regulation (EU)

2 References

2.1 Normative refer

non-specific. For specific references,
referenced document (including

NOTE: Whileany
thei

The followingjfeferenced

[1]

uments are necessary for the application of the present document.

101 733 (V2.2.1): "Electronic Signatures and Infrastructures (ESI); CMS Advanced

nic Signatures (CAdES)".
[2] IETF RFC 2045 (1996): "Multipurpose Internet Mail Extensions (MIME) Part One: Format of
Internet Message Bodies'.
[3] IETF RFC 2634 (1999): "Enhanced Security Services for SMIME".
[4] IETF RFC 3161 (2001): "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".
[5] IETIF RFC 5035 (2007): "Enhanced Security Services (ESS) Update: Adding CertID Algorithm
Agility".
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