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OVE/ONORM EN 319 142-2 V1.1.1:2016

Nationales Vorwort

Diese Europaische Norm EN 319 142-2 V1.1.1:2016 hat sowohl den Status von OSTERREICHISCHEN
BESTIMMUNGEN FUR DIE ELEKTROTECHNIK gemaR ETG 1992 als auch den einer ONORM gemaR
NG 1971. Bei ihrer Anwendung ist dieses Nationale Vorwort zu bertcksichtigen.

Fur den Fall einer undatierten normativen Verweisung (Verweisung auf einen Standard ohne Angabe des
Ausgabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die
Verweisung auf die jeweils neueste Ausgabe dieses Standards.

Fur den Fall einer datierten normativen Verweisung bezieht sich die Verweisun mef. auf die in Bezug
genommene Ausgabe des Standards.

Der Rechtsstatus dieser OSTERREICHISCHEN BESTIMMUNGEN FUR DIE E TR CHNIK/ONORM ist

den jeweils geltenden Verordnungen zum Elektrotechnikgesetz zu entnehmen.

Bei mittels Verordnungen zum Elektrotechnikgesetz verbindlich e OSTERREICHISCHEN

BESTIMMUNGEN FUR DIE ELEKTROTECHNIK/ONORMEN ist zu be

Zeitpunkt der Herausgabe dieser OSTERREICHISGHEN IMMUNGEN FUR DIE
ELEKTROTECHNIK/ONORM. Zum Zeitpunkt der Anwéhdung digser OSTERREICHISCHEN
BESTIMMUNGEN FUR DIE ELEKTROTECHNIK/ONORM diirch die Verordnungen zum
Elektrotechnikgesetz oder gegebenenfalls auf andere Weise festgelegte aktuelle Stand zu
bertcksichtigen.

— Informative Anhange und Ful3noten sowie normative Ver nd Hinweise auf Fundstellen in anderen,
nicht verbindlichen Texten werden von der Verbindlich ng t erfasst.

ines identen Titels und Textes in das Gesamtwerk
KTROTECHNIK/ONORMEN Uibernommen,
RM vorangestellt wird.

Europaische Normen (EN) werden durch Veréffentlichun
der OSTERREICHISCHEN BESTIMMUNGEN FU
wobei der Nummerierung der Zusatz OVE/ONORM
&
Der von ETSI lbermittelte Normentext wird i
werden kann, dass die Anwender der Norm Uh€r a

N
R

ache verdffentlicht, da davon ausgegangen
englische Sprachkenntnisse verfligen.
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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee

can be given as to the existence of other |PRs not referenced in ETSI SR 000 314 (or the updates on the ETS| Web
server) which are, or may be, or may become, essential to the present document.
Foreword

This European Standard (EN) has been produced by ETSI Technical Commi lectr Signatures and
Infrastructures (ESI).
The present document is part 2 of a multi-part deliverable covering th signatures (PAJES). Full details of

the entire series can be found in part 1 [4].

National transposition da

Date of adoption of this EN: 1 April 2016

Date of latest announcement of this EN (doa): \ 31 July 2016
Date of latest publication of new National Standard

or endorsement of this EN (dop/e): 31 January 2017

Date of withdrawal of any conflicting National St 31 January 2017

ould", "should not", "may", "need not", "will", "will not", "can" and
se 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of

way of doing businessis essential for the success and continued development of

efore important that companies using this electronic means of doing business have
suitable security d mechanismsin place to protect their transactions and to ensure trust and confidence with
their business partners. In this respect digital signatures are an important security component that can be used to protect
information and provide trust in electronic business.

The present document is intended to cover digital signatures supported by PKI and public key certificates. Thisincludes
evidence asto its validity even if the signer or verifying party later attemptsto deny (i.e. repudiates; see
ISO/IEC 10181-4 [i.1]) the validity of the signature.

ETSI
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Thus, the present document can be used for any document encoded in a portable document format (PDF) produced by
an individual and a company, and exchanged between companies, between an individual and a governmental body, etc.
The present document is independent of any environment; it can be applied to any environment, e.g. smart cards, SIM
cards, specia programs for digital signatures, etc.

The present document is part of arationalized framework of standards (see ETSI TR 119 000 [i.8]). See ETS
TR 119 100 [i.9] for getting guidance on how to use the present document within the aforementioned framework.

&

&
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1 Scope

The present document defines multiple profiles for PAJES digital signatures which are digital signatures embedded
within a PDF file.

The present document contains a profile for the use of PDF signatures, as described in 1SO 32000-1 [1] and based on
CMS digital signatures[i.6], that enables greater interoperability for PDF signatures by providing additional restrictions
beyond those of 1SO 32000-1 [1]. Thisfirst profileis not related to ETSI EN 319 142-1 [4].

The present document also contains a second set of profiles that extend the scope of the pr@file in PAJES part 1 [5],
while keeping some features that enhance interoperability of PAJES signatures. These ine three levels of
PAdES extended signatures addressing incremental requirements to maintain the vali ighatures over the long
term, in away that a certain level always addresses all the requirements addressed
PAdES extended signatures offer a higher degree of optionality than the PAJES b
EN 319 142-1[4].

ine

The present document also defines athird profile for usage of an arbitrary X igned with XAdES
signatures that is embedded within a PDF file.

The profiles defined in the present document provide equivalent requiy files found in ETS

TS 102 778 [i.10].

Procedures for creation, augmentation, and validation of PAdES digital"'sig
ETSI EN 319 102-1 [i.11]. Guidance on creation, augmentation and validal
the usage of the different attributesis provided in ETSI TR 11 [i.9].

The present document does not repeat the base requirements of the ed standards, but instead aimsto maximize
interoperability of digital signaturesin various busin .
2 References

2.1 Normative refere

giare out of scope and specified in
of PAJES digital signaturesincluding

References are either specific (identified by @date of publication and/or edition number or version number) or
non-specific. For specific references, onlyghe version applies. For non-specific references, the latest version of the
referenced document (including any amendments lies.

Referenced documents which are not publicly available in the expected location might be found at

NOTE: While any hyper
their long term.vali

d in this clause were valid at the time of publication, ETSI cannot guarantee

The following referenced ecessary for the application of the present document.
[1] SO 32000=1"" Document management - Portable document format - Part 1: PDF 1.7".

NOTE: ailable at :/lwww.adobe.com/devnet/acrobat/pdfs'PDF32000 2008.pdf.

[2] FC 2315: "PKCS #7: Cryptographic Message Syntax Version 1.5".

[3] IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

[4] ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures,
Part 1: Building blocks and PAJES baseline signatures'.

[5] ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 1: Building blocks and CAdES baseline signatures’.

[6] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 1: Building blocks and X AdES baseline signatures’.
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