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Nationales Vorwort

Diese Europaische Norm EN 319 412-1 V1.5.1:2023 hat sowohl den Status einer nationalen elektrotechnischen
Norm gemdafd ETG 1992 als auch den einer nationalen Norm geméafd NormG 2016. Bei ihrer Anwendung ist dieses
Nationale Vorwort zu berticksichtigen.

Fiir den Fall einer undatierten normativen Verweisung (Verweisung auf einen Standard ohne Angabe des Aus-
gabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die Verweisung
auf die jeweils neueste Ausgabe dieses Standards.

Fir den Fall einer datierten normativen Verweisung bezieht sich die Verweisun
genommene Ausgabe des Standards.

mep, auf die in Bezug

Der Rechtsstatus dieser nationalen (elektrotechnischen) Norm ist den jeweils
Elektrotechnikgesetz zu entnehmen.

Iten rdnungen zum

Bei mittels Verordnungen zum Elektrotechnikgesetz verbindlich erklarten (elektrotechnischen)

Normen ist zu beachten:

— Hinweise auf Veroéffentlichungen beziehen sich, sofern nicht andeg§a ben, auf den Stand zum Zeitpunkt
der Herausgabe dieser nationalen (elektrotechnischen) Nor nkt der Anwendung dieser

nationalen (elektrotechnischen) Norm ist der durch die Verofdnungen z Elektrotechnikgesetz oder

— Informative Anhdnge und FufRnoten sowie normative Verweise und Hinw
verbindlichen Texten werden von der Verbindlicherklarungmigeht erfasst.

e auf Fundstellen in anderen, nicht

insamen Regeln“ von CEN/CENELEC durch
r nationalen (elektrotechnischen) Normen
orangestellt wird.

Veroffentlichung eines identen Titels und Textes in das Ge
iibernommen, wobei der Nummerierung der Zusatz OVEJON

Erliuterung zum Ersatzvermerk
Gemafd Vorwort zur EN wird das
vorliegenden Norm entgegenstehe

zum Zuriickziehungsdatum (dow
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OVE/ONORM EN 319 412-1:2023-12-01

ETSI EN 319 412-1 vi.5.1 02309

Electronic Signatures anWstructures (ESI);

Certifieat es:
Part 1: Overview an mon data structures
&

N
S
X



OVE/ONORM EN 319 412-1:2023-12-01

2 ETSI EN 319 412-1 V1.5.1 (2023-09)

Reference
REN/ESI-0019412-1v151

Keywords

e-commerce, electronic signature, security, trust
services

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +334936547 1

Siret N° 348 623 562 00017 - APE 711
Association a but non lucratif enregistrée a
Sous-Préfecture de Grasse (06) N° w061004

The present document may be made available in electronic ve

print versions of the present document shall not be modified wi
or in print, the prevailing version of an ETSI

F format at www.etsi.org/deliver.

Information on the current statu
https://portal.etsi IDeliverableStatus.aspx

your comment to one of the following services:
miteeSupportStaff.aspx

The information provided in the

experience to underst rpret its content in accordance with generally accepted engineering or

essional standard and applicable regulations.

merchantability, fitness for a particular purpose and non-infringement of intellectual property

held liable in any event for any damages whatsoever (including, without limitation, damages

terruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2023.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

OVE/ONORM EN 319 412-1:2023-12-01

3 ETSI EN 319 412-1 V1.5.1 (2023-09)

Contents

INtellectual Property RIGNES.... ..ottt b e n e n e e 4
0] 1= o o RS 4
/Kol F= VL= g o5 =g 01T 20! oo 1Y 2SS 5
gL [N o1 o] o PSSR
1 o0 o< TP PR R PRPRURN

2 REFEIENCES......eeeee ettt ettt e et e e et e s et e e s e et e s aenaeeeeanneees
2.1 NOIMALTIVE TEFEIEINCES ...t e e ree s eaee s sseeeessnneesaheneee 8
2.2 Informative references

3 Definition of terms, symbols, abbreviations and notations
31 L= 10T O PR P PROPOP e

3.2 Y 1010 U UU PR OR

33 AbBDreviations..........ccceeiiiii e

34 NOLBLIONS ... e

4 ETSI EN 319 412 certificate profiles.......cccvvveeeveieennne

4.1 General appProaCh..........cccecv i

4.2 Overview of other parts of ETSI EN 319 412

421 ETSI EN 319 412-2

422 ETSI EN 319 412-3

4.2.3 ETSI EN 319 412-4

424 ETSI EN 319 412-5

5 Common data structures

51 Semanticsidentifiers.......ccoceoeeeneiennnen,

511 GENErAl.....eecveeeee e

5.1.2 ASN.1 module.........co.onnns. N

5.1.3 Natural person semantics identifi

514 Legal person semanticsidentifi

5.15 elDAS elD Natural person

5.1.6 elDAS elD Lega person

5.2 Certificate Extensions regarding Validity Assured CertifiCate..........cooviierieiieceseseeseeseee e 14
521 Validity ASSUred GenefaMiE . St ... ettt bbbt b e 14
522 Validity ASSUred - SO O ..ot bbbt bt 14
523 ASNLL MOUGUIE.... i e i e ettt ettt e e b e st e e s be e sbeebesaeesaeesaeesseenbeenbeenteeseesaeesanas 14
Annex A (informative):  CRERAGE HISIOTY .......oiiiiiiiieeeee e 15

HIStOrY oo ° ................................................................................................................ 16

ETSI



OVE/ONORM EN 319 412-1:2023-12-01

4 ETSI EN 319 412-1 V1.5.1 (2023-09)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essentia IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the
ETS| Web server (https.//ipr.etsi.org/).

Pursuant to the ETSI Directives including the ETSI IPR Policy, no investigation regar
including IPR searches, has been carried out by ETSI. No guarantee can be given ast
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which arefior
essential to the present document.

tiality of IPRs,
other IPRs not
become,

Trademarks

The present document may include trademarks and/or tradenames which ed and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicatedias being theproperty of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention o ks in the present document does
not constitute an endorsement by ETSI of products, services or organiZz ted with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks o registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI regist or the benefit of its Members and of the 3GPP
Organizational Partners. oneM2M ™ logo is atrademark of ET jstered for the benefit of its Members and of the
ster

oneM2M Partners. GSM® and the GSM logo are trademark owned by the GSM Association.

Foreword

This European Standard (EN) has been prod by hAlcal Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 1 of amulti- iver covering the Certificate Profiles, as identified below:

Part 1. " Overview and common d

Part 2:
Part 3:
Part 4:
Part 5:
The present dog Sy published asETSI TS 119 412-1 [i.14].
National transposition dates
Date of adoption of this EN: 21 September 2023
Date of latest announcement of this EN (doa): 31 December 2023
Date of latest publication of new National Standard
or endorsement of this EN (dop/e): 30 June 2024
Date of withdrawal of any conflicting National Standard (dow): 30 June 2024

ETSI
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Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to beinterpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

ITU and ISO issued standards for certification of public keysin Recommendation |
which are used for the security of communications and data for a wide range of el

9594-8i.3]

Regulation (EU) No 910/2014 [i.9] of the European Parliament and of the Council of ly 2014 on electronic
identification and trust services for electronic transactionsin the internal m ing Directive 1999/93/EC
defines requirements on specific types of certificates named "qualified certifi tation of Directive

Applications need support from standardized and interoperable identity € profiles, in particular when
applications are used for electronic signatures, authentication and secure electronic exchange in open environments and
international trust scenarios, but also when certificates are u ocal application contexts.

s issuing and using certificates both in the
in the wider international environment.

This multi-part deliverable aims to maximize the interoper
European context under the Regulation (EU) No 910/

ETSI
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1 Scope

The present document provides an overview of the Recommendation ITU-T X.509 | ISO/IEC 9594-8 [i.3] based
certificate profiles and the statements for EU Qualified Certificates specified in other parts of ETSI EN 319 412 ([i.4] to
[i.7]). It specifies common data structures that are referenced from other parts of ETSI EN 319 412 ([i.4] to [i.7]).

The profiles specified in this multi-part deliverable aim to support both the Regulation (EU) No 910/2014 [i.9] and use
of certificatesin awider international context. Within the European context, it aimsto support both EU Qualified
Certificates and other forms of certificate.

2 References
2.1 Normative references
References are either specific (identified by date of publication and/or editiomyi mper or version number) or

non-specific. For specific references, only the cited version applies. FQ references, the latest version of the

referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause w id at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary fol

[1] IETF RFC 3739: "Internet X.509 R
[2] SO 3166-1: "Codes for the ref
Country code". &

[3] ETSI TS 119 495: "Electroni aturesiand I nfrastructures (ESI); Sector Specific Requirements,
Certificate Profiles an Policy*Requirements for Open Banking".
[4] 1SO 17442: "Financi vices:- Legal Entity Identifier (LEI)".

5] elDAS: "SAML
(6]

ofile", v1.2, 31 August 2019.

Modules for the Public Key Infrastructure Using X.509 (PKIX)".

2.2 eLences

References are &i
non-specific.
referenced do

fied by date of publication and/or edition number or version number) or
erences, only the cited version applies. For non-specific references, the latest version of the
g any amendments) applies.

erlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
erm validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures.

[i.2] ETSI EN 319 401 "Electronic Signatures and Infrastructures (ESI); General Policy Requirements
for Trust Service Providers".

[i.3] Recommendation ITU-T X.509 | ISO/IEC 9594-8: "Information technology - Open Systems

Interconnection - The Directory: Public-key and attribute certificate frameworks".
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