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Nationales Vorwort

Diese Europaische Norm EN 319 532-3 V1.3.1:2024 hat sowohl den Status einer nationalen elektrotechnischen
Norm gemafd ETG 1992 als auch den einer nationalen Norm geméafd NormG 2016. Bei ihrer Anwendung ist dieses
Nationale Vorwort zu berticksichtigen.

Fiir den Fall einer undatierten normativen Verweisung (Verweisung auf einen Standard ohne Angabe des Aus-
gabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die Verweisung
auf die jeweils neueste Ausgabe dieses Standards.

Fir den Fall einer datierten normativen Verweisung bezieht sich die Verweisun
genommene Ausgabe des Standards.

mep, auf die in Bezug

Der Rechtsstatus dieser nationalen (elektrotechnischen) Norm ist den jeweils
Elektrotechnikgesetz zu entnehmen.

Iten rdnungen zum

Bei mittels Verordnungen zum Elektrotechnikgesetz verbindlich erklarten (elektrotechnischen)

Normen ist zu beachten:

— Hinweise auf Veroffentlichungen beziehen sich, sofern nicht andeg§a ben, auf den Stand zum Zeitpunkt
der Herausgabe dieser nationalen (elektrotechnischen) Nor nkt der Anwendung dieser

nationalen (elektrotechnischen) Norm ist der durch die Verotdnungen z Elektrotechnikgesetz oder

— Informative Anhdnge und FufRnoten sowie normative Verweise und Hinw
verbindlichen Texten werden von der Verbindlicherklarungmight erfasst.

e auf Fundstellen in anderen, nicht

insamen Regeln“ von CEN/CENELEC durch
r nationalen (elektrotechnischen) Normen
orangestellt wird.

Veroffentlichung eines identen Titels und Textes in das Ge
iibernommen, wobei der Nummerierung der Zusatz OVEJON

Erliuterung zum Ersatzvermerk
Gemafd Vorwort zur EN wird das
vorliegenden Norm entgegenstehe

zum Zuriickziehungsdatum (dow

OVE/ONORM EN 319 532-3



OVE/ONORM EN 319 532-3:2024-03-01

ETS| EN 319 532-3 V1.3.1 (2024-01)

Electronic Signatures an rastructures (ESI);
Registered Electroqi Il (REM) Services;

Part 3: rmats



OVE/ONORM EN 319 532-3:2024-03-01

2 ETSI EN 319 532-3 V1.3.1 (2024-01)

Reference
REN/ESI-0019532-3v131

Keywords

e-delivery services, registered e-delivery services,
registered electronic mail

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +334936547 1

Siret N° 348 623 562 00017 - APE 711
Association a but non lucratif enregistrée a
Sous-Préfecture de Grasse (06) N° w061004

The present document may be made available in electronic ve

print versions of the present document shall not be modified wi
or in print, the prevailing version of an ETSI

F format at www.etsi.org/deliver.

Information on the current statu
https://portal.etsi IDeliverableStatus.aspx

your comment to one of the following services:
miteeSupportStaff.aspx

The information provided in the

experience to underst rpret its content in accordance with generally accepted engineering or

essional standard and applicable regulations.

merchantability, fitness for a particular purpose and non-infringement of intellectual property

held liable in any event for any damages whatsoever (including, without limitation, damages

terruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2024.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

OVE/ONORM EN 319 532-3:2024-03-01

3 ETSI EN 319 532-3 V1.3.1 (2024-01)
Contents
INtellectual Property RIGNES.... ..ot b e e e en e ns 5
01 Yo (o ST 5
Modal VErDS TEMINOIOQY.......ccueeieiiciese ettt sttt e st e e et e s aeete s ae e e e steensetesreeneessesneessesneenns 5
L gL [N o1 o] o ISR 6
1 o0 o< TSP P PR
2 REFEIENCES.....ccueieeie e ey
21 NOIMELIVE FEFEIENCES .....coiiieiecie et s
2.2 Informative references

3 Definition of terms, symbols, abbreviations and terminology

31 B I= £ 0TSSP PP PP

3.2 Y 10100 O

33 ADBDIeVIGHONS .....cceeieieeieeeee s

34 TEMINOIOTY ..nevevieeiirierieerie st

4 MeSSage fFOrMALS........ccvveeviericeece e e

4.1 INEFOTUCTION ...t e

4.2 Internet Message Format in the REM services

4.3 REM message - Structure Definition

5 REMS - identification formats...........cceevvvreennnen 200

6 REMS - relay metadataformats.................

6.1 General reqUIremMents .........coceeverereneneneseent?

6.2 REM message StrUCIUNE........cocveveerirereeeieee gt

6.2.1 REMS relay metadata MIME Header RigltSi...... . M ........oooiiiiieee e
6.2.2 Signed data MIME Header Flelds...... o ..o i ettt e 21
6.2.3 REMS introduction MIME HEBHEr Fi@loiS-BOOY . M .......vvveeeeeeeeeeeeeeereeeeeeeseseeeesseseeseesseeesseeseessesseeesessenes 21
6.2.3.1 General reqUITEMENTS .......... . i llBie. oot Tl et eeesteesteeteesteeseesseesteeteeseeseesseesseesseenseenseensesneessenssnns 21
6.2.3.2 multipart/alternative: free subSegiion Header Fields..........ccovve e 22
6.2.3.3 multipart/alternative: HT, bsection Header FIelds.........cocviieceeve e 22
6.2.34 INtroduction DoAY fOrMEESL. ... . cveeeeeete ettt 22
6.24 original message MIME H TEIAS <. 22
6.24.1 original message g BIMENES ..ttt 22
6.24.2 original messag Header FIeldS.... ..o e 22
6.24.3 original message BOY FOIMALS.......coviieieieieeese e 23
6.2.5 REMS extensio EF FIEIAS. ...ttt e e 23
6.2.6 i o[ T o SRS 25
6.2.6.1 equire B - eeeeeeeete e et teete e teeee e et eEe e eReeRe e Rt eReeeReeRe e eReeEe e eReeReaeeeeeeeaeeeeeEeeeneeeenee 25
6.2.6.2 % ERDS EVITENCE USAGE.....ooos oo 25
6.2.6.3 €S fOFPDF ERDS @VIidENCE USAJE .......ccuveeeeeseeeiteeieeiesee st see e steeste s e s e te e e enaesnaenseeneees 25
6.2.7 re MIME Header FieldS-BOY ..........ccveiieiiieece ettt 26
7 REM L0007 SRS 27
8 REMS - FOMTMNBES ...ttt nr e 27
8.1 GBNENEL ...ttt b b h ek E R £ R e R R R e R £ A e e R £ e R e R e EeARe b e e Re R e e e e b e Rt ehe bt e Rt ene e ennes 27
8.2 Signatures individually signing ERDS @VIAENCE...........c.cccueiieiieiee ettt e e sraesnees 27
8.3 SIgNALUreS ON REM MIESSAQES .....cuveiuieiiieiieeieesieesteeeeseesteeste e te e e e e sseesseesseesseesseaseanesassesseanseanseansessenssenssenssees 27
9 CommoN Service INErfate fOMMIBLS. ......oc ettt e sreenee e nne s 28
9.1 GENEIAl FEOUITEITIENES ...ttt sttt sttt b e et b e et b e s e st b e s e e bt b e s e e h e e b e se e bt e b e s e e st eb e s e et eb e s b e e ebe b e e e 28
9.2 ROULING TNFOMMBLION ...ttt bbb e bbbt bbb e st b e e e bt e e e eb e e e ens 28
9.3 QLI T 01017 1 o PO 28
9.4 Capability MENBGEIMENT ...ttt ettt et b e e st b e st a e b e se bt b e e e st bese et e b e s b et eb e b e 29
Annex A (informative): REM mMessage eXampPlesS..........ooiiiiiiieneseseeee e 30

ETSI



OVE/ONORM EN 319 532-3:2024-03-01

4 ETSI EN 319 532-3 V1.3.1 (2024-01)
Annex B (informative): (O F=T [0 Tl o T o YT 37
L LS 0] YRS RSRSRSR 38

ETSI



OVE/ONORM EN 319 532-3:2024-03-01

5 ETSI EN 319 532-3 V1.3.1 (2024-01)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https://ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regar tiality of IPRs,
including I PR searches, has been carried out by ETSI. No guarantee can be given ast
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which arefior
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which
ETSI claims no ownership of these except for any which are indicate
right to use or reproduce any trademark and/or tradename. Mention o
not constitute an endorsement by ETSI of products, services or organiz

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks o registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI regist or the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ET jstered for the benefit of its Members and of the
ster

oneM2M Partners. GSM® and the GSM logo are trademark owned by the GSM Association.

Foreword
This European Standard (EN) has been prod by hAlcal Committee Electronic Signatures and
Infrastructures (ESI).
The present document is part 3 of a multi-p iveraple. Full details of the entire series can be found in part 1 [10].
nal transposition dates
Date of adoption of this EN: 3 January 2024
Date of latest announcement o : 30 April 2024
Date of latest publicatiol andard
or endorsement of this 31 October 2024
Date of with a of anyconflicting National Standard (dow): 31 October 2024

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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Introduction

Registered Electronic Mail (REM) is aparticular instance of an "Electronic Registered Delivery Service" (ERDS).
Standard email, used as backbone, makes interoperability smooth and increases usability. At the same time, the
application of additional security mechanisms ensures integrity, confidentiality and non-repudiation (of submission,
consignment, handover, etc.), and protects against risk of loss, theft, damage and any illegitimate modification.

The present document aims to cover the common and worldwide-recognized requirements to address electronic
registered delivery in a secure and reliable way. Particular attention is paid to the Regulation (EU) No 910/2014 [i.5].

However, the legal effects are outside the scope of the present document. %

O
S
S
R

ETSI
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1 Scope

The present document specifies the formats for messages that are produced and handled by a Registered Electronic Mail
(REM) service according to the concepts and semantic defined in ETSI EN 319 522 parts 1 [7] and 2 [8] and ETSI
EN 319 532 parts 1 [10] and 2 [11]. More specifically, the present document:

a)  Specifies how the general ERDS concepts like user content and metadata are identified and mapped in the
standard email structure.

b)  Specifies how the aforementioned concepts are mapped in the REM service m

c) Specifies how the ERDS evidence set is plugged inside the REM service m i ctures.

d)  Specifies additional mechanismslike digital signature and other security g@ntro

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or er or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly avai
https://docbox.etsi.org/Reference/.

el xpected location might be found at

NOTE: While any hyperlinksincluded in this clau
their long term validity.

valid at the time of publication, ETSI cannot guarantee

The following referenced documents are necéssary f
1] IETF RFC 8118: "The

[2] IETF RFC 2183: "C
Content-Disposition

(3]

[4]
[5]
(6]

[7] 319 522-1: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Services; Part 1: Framework and Architecture”.

[8] N 319 522-2: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 2: Semantic Contents'.

[9] ETSI EN 319 522-3: "Electronic Signatures and Infrastructures (ESI); Electronic Registered
Delivery Services; Part 3: Formats".

[10] ETS| EN 319 532-1: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail
(REM) Services; Part 1: Framework and Architecture".

[11] ETSI EN 319 532-2: "Electronic Signatures and Infrastructures (ESI); Registered Electronic Mail
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Message Bodies'.
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