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Nationales Vorwort

Diese Europaische Norm EN 319 401 V3.1.1:2024 hat sowohl den Status einer nationalen elektrotechnischen Norm
gemafd ETG 1992 als auch den einer nationalen Norm gemaifd NormG 2016. Bei ihrer Anwendung ist dieses
Nationale Vorwort zu berticksichtigen.

Fiir den Fall einer undatierten normativen Verweisung (Verweisung auf einen Standard ohne Angabe des Aus-
gabedatums und ohne Hinweis auf eine Abschnittsnummer, eine Tabelle, ein Bild usw.) bezieht sich die Verweisung
auf die jeweils neueste Ausgabe dieses Standards.

Fir den Fall einer datierten normativen Verweisung bezieht sich die Verweisun
genommene Ausgabe des Standards.

mep, auf die in Bezug

Der Rechtsstatus dieser nationalen (elektrotechnischen) Norm ist den jeweils
Elektrotechnikgesetz zu entnehmen.

Iten rdnungen zum

Bei mittels Verordnungen zum Elektrotechnikgesetz verbindlich erklarten (elektrotechnischen)

Normen ist zu beachten:

— Hinweise auf Veroffentlichungen beziehen sich, sofern nicht andeg§a ben, auf den Stand zum Zeitpunkt
der Herausgabe dieser nationalen (elektrotechnischen) Nor nkt der Anwendung dieser

nationalen (elektrotechnischen) Norm ist der durch die Verotdnungen z Elektrotechnikgesetz oder

— Informative Anhdnge und FufRnoten sowie normative Verweise und Hinw
verbindlichen Texten werden von der Verbindlicherklarungmight erfasst.

e auf Fundstellen in anderen, nicht

insamen Regeln“ von CEN/CENELEC durch
r nationalen (elektrotechnischen) Normen
orangestellt wird.

Veroffentlichung eines identen Titels und Textes in das Ge
iibernommen, wobei der Nummerierung der Zusatz OVEJON

Erliuterung zum Ersatzvermerk
Gemafd Vorwort zur EN wird das
vorliegenden Norm entgegenstehe

zum Zuriickziehungsdatum (dow
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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regar tiality of IPRs,
including I PR searches, has been carried out by ETSI. No guarantee can be given ast
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which arefior
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which
ETSI claims no ownership of these except for any which are indicate
right to use or reproduce any trademark and/or tradename. Mention o

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks o registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI regist or the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ET jstered for the benefit of its Members and of the
ster

oneM2M Partners. GSM® and the GSM logo are trademark owned by the GSM Association.

Foreword
This European Standard (EN) has been prod hAlcal Committee Electronic Signatures and
Infrastructures (ESI).

tional transposition dates
Date of adoption of this EN: 30 May 2024
Date of latest announcement of 31 August 2024
28 February 2025
onal Standard (dow): 28 February 2025

Modal ve erminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verba forms for the expr on of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

ETSI
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Introduction

Building trust in the online environment is key to economic and social development. Lack of trust, in particular because
of aperceived lack of security, makes consumers, businesses and administrations hesitate to carry out transactions
electronically and to adopt new services. Trust service providers are often an essential element to establish trust
between parties transacting electronically, particularly in open public networks, and can be used, for example, to
provide trusted identity information and help establish secure communications between transacting parties. Examples of
such trust service providers are issuers of public key certificates, time-stamping service providers, providers of remote
electronic signature generation or validation services.

For participants of electronic commerce to have confidence in the security of these tru i hey need to have
confidence that the Trust Service Providers (T SPs) have established a set of procedur: i
measures in order to minimize the operational and financial threats and risks associ

Further, the cybersecurity of all essential digital servicesisvital for digital transform: e with digital
services and electronic transactions. The provision of elDAS trust servicesisidentifi an essential element of
Europe's digital infrastructure. The Directive (EU) 2022/2555 [i.13] of the Eu ent and of the Council of
14 December 2022 on measures for a high common level of cybersecurity aeross the amending Regulation (EU)
No 910/2014 and Directive (EU) 2018/1972, and repealing Directive 2016 IS2 Directive or NIS2) identifiesin
article 3 that requirements for cybersecurity risk management measurg ‘
Trust Services Providers as per el DAS Regulation. Furthermore, as elDAS trust serMices are identified as fundamental
element of Europe's digital infrastructure and NIS 2 is applicable to el B eV

aims to meet the requirements of NIS2.

The present document specifies baseline policy requirements Won and management practices of TSP
ufre
0

regardless the service they provide including cybersecurity r s ghiding NIS2. Other standards, addressing
particular type of trust service, can build on the present doc i y supplement requirements for particular
type of trust service.

The present document is aiming to meet the general regairem to provide trust and confidence in electronic
transactions including, amongst others, applicable r ts from Regulation (EU) No 910/2014 [i.1].
EXAMPLE: ETSI EN 319411-2]i ﬁ n bés the application of the present document to the
0/

reguirements of Regulati 41i.1] requirements for TSPsissuing EU qualified
certificates.

N
R

ETSI
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1 Scope

The present document specifies general policy requirements relating to Trust Service Providers (TSPs) that are
independent of the type of TSP. It defines policy requirements on the operation and management practices of TSPs.

Other specifications refine and extend these requirements as applicable to particular forms of TSP. The present
document does not specify how the requirements identified can be assessed by an independent party, including
requirements for information to be made available to such independent assessors, or requirements on such assessors.

The present document aims to support the requirements on NIS2 Directive [i.13] and addr, the genera requirements
for security management and cybersecurity of trust services (qualified and non-qualifi

NOTE: SeeETSI EN 319 403-1[i.2] for details about requirements for confor entdodies assessing

Trust Service Providers.

2 References
2.1 Normative references
References are either specific (identified by date of publication and/or er or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the

referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly
https://docbox.etsi.org/Reference.

ei xpected location might be found at

NOTE: While any hyperlinksincluded in thiscl
their long term validity.

alid at the time of publication, ETSI cannot guarantee

The following referenced documents are necésary fe

Not applicable. \

I€ation of the present document.

non-specific. For specific refere
referenced document (including

subject area.

on (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
nic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC.

[i.2] ETSI EN 319 403-1: "Electronic Signatures and Infrastructures (ESI); Trust Service Provider
Conformity Assessment; Part 1: Requirements for conformity assessment bodies assessing Trust
Service Providers'.

[1.3] CA/Browser Forum: "Network and certificate system security requirements’.

[i.4] Recommendation ITU-R TF.460-6 (2002): " Standard-frequency and time-signal emissions".

[i.5] ETSI EN 319 411-1: "Electronic Signatures and Infrastructures (ESI); Policy and Security

Requirements for Trust Service Providersissuing certificates; Part 1. General requirements”.
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